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Abstract: The hardware implementation of cryptographic algfumis is a timely method,
providing efficient security solutions, both regagl the processing speed and the consumed
power. The present-day FPGA platforms, which are ftbhysical groundwork for such
implementations, however they are not new engingesdlutions, assert as the most efficient way
to practically transpose the cryptographic algonih, resulting optimized (concerning diversified
aspects) cryptographic modules, respectively in éhd, unmatched (concerning performance)
ASIC chips. This paper presents a new hardwareeamehtation for the enciphering block of the
AES (Advanced Encryption Standard) symmetric cgpgghic algorithm, using VHDL
programming language and a hardware simulationhef tesulted enciphering module.

attacked and proved to be insecure, imposed in
2000 the Belgian algorithm RIJNDAEL as the
1.INTRODUCTION winner and designated as the American
cryptographic standard, under the name of
The cryptographic algorithms became theAdvanced Encryption Standard (AES), by the
main proceeding for protection of very importantFIPS PUB 197 in 2001 [2].
data, the security objective callednfidentiality The hardware implementation  of
being the one taken into account by theicryptographic algorithms is a timely method,
hardware implementation and by theirproviding efficient security solutions, both
integration into the present-day communicatiorregarding the processing speed and the consumed
systems. power. The present-day FPGA platforms, which
Among the diverse cryptographic are the physical groundwork for such
algorithms, the symmetric algorithms may beimplementations, however they are not new
considered as the most susceptible of beingngineering solutions, assert as the most efficient
hardware implemented, because thavay to practically transpose the cryptographic
mathematical mechanisms used by them contaiigorithms, resulting optimized (concerning
arithmetical operations which can be executed bgliversified aspects) cryptographic modules,
logical combinational or sequential circuits,respectively in the end, unmatched (concerning
namely both by ordinary logical gates and byperformance) ASIC chips.

Finite State Machines (FSM), according to This paper presents a new hardware
Church-Turing Thesis [1], in other words byimplementation for the enciphering block of the
VLSI digital integrated circuits. AES (Advanced Encryption Standard) symmetric

The international contest organized by thecryptographic  algorithm, using  VHDL
National Institute of Standards and Technologyprogramming language and a hardware
(NIST) in 1997 for selection of the new simulation of the resulted enciphering module.
symmetric cryptographic algorithm, which was
intended to replace the old DES, succesfully
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2. THE BAsSIC CRYPTOGRAPHIC Key _
(N (Np words) | Rounds (N
R words)
nitial Roun
Plaintext AES-128 4 4 10
State —— AES-192 6 4 12
’ 4 AES-256 8 4 14
Add Round Key | @ Fig. 2 - AES versions characteristics.
T After the initial round AES-128 contains 9
X 9 Rounds encryption rounds. Each of these rounds has a
corresponding round key supplied by the key
schedule mechanism which starts the key
= generation process with the initial secret key.
ound 0 Key . . . :
Every round consists of 4 main operations: Shift
Add Round Key | % Rows (every row of the State is shifted by a
specific number of positions), Sub Bytes (the
substitution of every byte of the State using a
Final Round special substitution table), Mix Columns and the
Round 10 Key Add Round Key (the round key is XORed with
the resulted State of the previous operation,
< % namely M'ix. Columns_). This sequence of
_ operations is iterated 9 times.
Ciphertext (IR ~Mix Columns is a Galois Field {p
State [T multiplication between the State, each of its
: columns being polynomials over GE(2and a

Fig. 1 - The basic AES-128 cryptographic

fixed olynomial iven b
architecture. POy 9 y

a(x)={03}x 3 +{01}x 2 +{01}x +{02} or

The architecture of the AES block -
enciphering algorithm contains, as described in S)
C

Figure 1, an initial round where at its input a 128 | =
bits plaintext is applied, consisting of 4 columns | S .

02 03 01 01] e
01 02 03 01|S,

,for 0sc<N,.

with 4 bytes each, or in other words, 4 words | 01 01 02 03
with 32 bits each. S 03 0L 01 02 S
The plaintext is XORed with the initial S. S,

key, also represented as a data block consisting

of 4 words with 32 bits each. The algorithm The final round differs from the others by
specification contained by [2] mentions gthe lack of the Mix Columns operation. Thus,

possible versions for the AES encryptionthis round only consists of Shift Rows, Sub

algorithm, respectively N= 4, 6, 8 (the number Bytes and an Add Round Key operation. Finally,

of 4 bytes columns, or 32 bits words, of the key}he result of this last round is the ciphertext&ta

corresponding to AES-128, AES-192 and AESWhich is a matrix with 4 words, exactly like the
256 versions, also uniquely,N 4 (the number Plaintext State. _
of 4 bytes columns, or 32 bits words, of the . 1h€ key schedule uses a key expansion
plaintext), namely 128 bits. The architectureoutine which provides the encryption algorithm

presented by Figure 1 refers to the AES-12&th No (N + 1) words, namely 44 key words, or
version. 11 round keys, for the AES-128 encryption

For the 3 constructive versions we have Yersion. The resulting key schedule consists of a

different round numbers, as shown by thdin€ar aray of 4 byte words, denoted Iwwith i
presented table in Figure 2. In the range G i < Np(N; + 1). The expansion

routine uses some specific functions, like
SubWord(), which takes a 4 byte input word and
applies the substitution S-box to each of the 4
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bytes to produce an output word, and RotWord()implementation are shown.
which takes a word f@y,&,8] as input,
performs a cyclic permutation, and returns thg

word [a, 8,8, _ KEY_INP(63:0) CTXT_OUT(127:0)
The round constant word array, Rcon[i],

contains the values given ty'* {00},{03,{00], PTXT_INP(63:0)

with x '! being powers of x, whereis denoted

as {02} in the field GF(3). Every following BEGIN_ENC
word, w[i], is equal to the XOR of the previous
word, wli-1], and the word Npositions earlier,
w[i-N,]. For words in positions that are a
multiple of N, a transformation is applied to
w[i-1] prior to the XOR, followed by a XOR RESET END ENC
with  a round constant, Rcon[i]. This -
transformation consists of a cyclic shift of the|

CLK

LOAD

bytes in a word (RotWord()), followed by the Fig. 4 - The AES Encryption Block
application of a table lookup to all four bytes of o ) ) ]
the word (SubWord()). The limitations of this device determined

the use of 64 bit inputs, consequently loaded,
firstty on the LOW-HIGH transition, and
3. FPGA IMPLEMENTATION OF AES secondly on the HIGH-LOW transition, both in
ENCRYPTION case of the input key and in case of the input
plaintext. The use of 128 bit inputs would easily
lead to exceeding of the I/O buffer resources. No

_ The main goal of this hardware pffer |imitations are imposed to the output,
implementation is not speed, but the area &hich is a 128 bit ciphertext.

resource limitations of a specific target FPGA The main signals are: the system clock

device, respectively Xilinx _Virtex-4 (model (CLK), the system reset (RESET), LOAD signal
XC4VFX12 - FF668) which is a low resourcehich loads the key and the plaintext in the

platform, namely: 5472 slices, 320 1/O buffers,pitial round, and BEGIN ENC/END ENC
10944 LUTs with 4 inputs. A summary of the\yhich starts/ends the encryption process. The
occupied resources is presented in Figure 3. |9ading process, which is described above, will
be immediately followed by BEGIN_ENC signal
which will start the encryption process. The

Device Utilization Summary

Logic Utilization Used Available Utilization

Hin o S FlpFos TG 0.3 w | entire encryption process takes exactly 12 clock

Hunbe ot LUTs 3515 1034 @ periods from the HIGH-LOW transition of the

L HIEED LOAD signal. The signals diagram is represented

Humber of ocoupied Slices 2,261 5472 4% . . . . .

MHumber of Slices containing only related logic 2281 2,261 1005 in the SImUIatlon Chapter in Flgure 5

MNumber of Slces containing unrelated logic 0 2,261 (% |I’l theory thel’e are 2 malin typeS Of

Total Number of 4 input LUT 3516 1034 2| hardware implementations of the block ciphers:

::;:::@ . - ., iterative and pipelined implementations [3].

umnDer of Donde; o . - . . .

& b 1 . z Some characteristics of the iterative architectures

Hiber ot s BUFs 1 are: knowing that the block ciphers are
Fig. 3 - The occupied device resources themselves of iterative nature (n iterations of the

same algorithm are made for a single

The implementation uses the VHDL encryption/decryption, andalock cycles ar used
programming language, which nowadays is dor a single encryption/decryption), the iterative
well-established commonly used language fostructure is a natural choice for implementation,
FPGAs. The design & simulation software isoccupying small areas of the FPGA devices, with
Xilinx ISE 10.1. the disadvantage of low throughput. Iterative
The encryption block is represented inarchitectures implement a reduced number of
Figure 4, where the main signals used by theounds, usually one, in an independent way. The

ISSN — 1453 - 1119



44 UNIVERSITY OF PITESTI - ELECTRONICS AMIMPUTERS SCIENCE, SCIENTIFIC BULLETIN, . 8lovol. 1, 2009

iterative architectures would be useful for The other choice, the pipelining, allows to
applications where hardware area is limited angrocess multiple blocks of data at the same time,
speed is not critical, which is the case of ouat different stages, to have higher throughput.
target FPGA device. A pipelined version of thePipelining is achieved by putting rows of
AES implementation was studied but easilyregisters among different stages.

exceeded the buffer resources of the target  This implementation for the AES
device. encryption reffers to the case of Electronic Code

Book (ECB) mode of operation.

1000ns 1500 2000 3000 s 4000ns  4500ns 5000 ns

Fig. 5 - Simulation of the encryption block

S-boxes as non-linear components, ‘Rijndael

appears to have an adequate security margin, but
has received some criticism suggesting that its

A detailed diagram of the simulation mathematical structure may lead to attacks.

process for the AES implementation is presentelgln a r?a T/eﬂ;gciﬁzg'?er d r}gngé;:}ﬁt Sgglesfgrgﬁme
above, in Figure 5. The total duration of the y y y 9

encryption process is 2400 ns or 2.4 ps (appro € tlmeframe o_f_the AES development proce‘ss.
53 Mb/s), calculated as described in the previou ven if some critiques were formulated (e.g. ‘the
section. The resulted maximum clock frequenc
is 219.695 MHz 220 MHz, corresponding to a
clock period of 4.552ns. The simulation used

4. SIMULATION & SECURITY ASPECTS

ey schedule does not have high diffusion’),
)ﬁijndael was highly appreciated for the provided
€Level of security. Regarding attacks on
implementations, [5] remarks that ‘the operations

sequence of ‘0" of 128 bits, both for the input sed by Rijndael are among the easiest to defend
plaintext and the secret input key. The outpu'tJ d by =l o 9
against power and timing attacks.

sequence is as shown in Figure 5:
‘66E94BD4EF8A2C3B884CFA59CA342B2E’

(in hexadecimal code). 5.CONCLUSIONS
To be remarked that the END_ENC signal _ _
announces the final result of the encryption: This paper has presented a brief

when ‘1, the ciphertext appears on the output. description of the implementation of the AES
The evaluation of the security provided byblock encryption algorithm, underlining the

this implementation must take into consideratiorp€n€fits of this modern design concept. An

the security requirements for cryptographic PGA implementation of an encryption

modules stipulated by [4]. In fact, the security oialgorithm is a cryptographic module device in

the cryptographic module stands on the securit\)’/vhICh the structure is software implemented.

) . . . The FPGA implementations allow us to
Fgfvédfgrf&ggeeszﬁﬁgr?%?'fhzl%og';gﬁ?sgsglff'ﬂlgincrease flexibility, lower costs, and reduce time

: ) . ~to release enhanced cryptographic equipment,
NIST's international contest concludes that using yplograp qaup
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providing a satisfactory level of security for[3] Francisco Rodriguez-Henriquez, Nazar Abbas

communication applications, or other electronic
data transfer processes where security is needed.
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